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DETAILED ACTION 

1 . This office action is in response to Applicant's Appeal Brief filed on 7/30/2004. 
Claims 1-80 are pending. 

Allowable Subject Matter 

2. Claims 1-80 are allowed. 

The following is an examiner's statement of reasons for allowance: 

The claimed invention is directed to providing interface to exchange security 
information between a device connected to an address space of a chipset and at least 
one processor in an isolated execution mode in a remote attestation. The chipset is 
operating in a secure environment for an isolated execution mode, the secure 
environment being associated with an isolated memory area accessible by at least one 
processor operated in one of normal execution mode and an isolated execution mode. 

In the remark of the Brief on pages 12 and 13, Applicant stated that the cited 
prior art, Davis-004, "does not disclose, expressively or inherently, (1) a secure 
environment for an isolated execution mode, (2) a processor operating in one of a 
normal execution mode and the isolated execution mode, (3) an interface to map a 
device to an address space of a chipset in the secure environment, and (4) a 
communication storage to allow the device to exchange security information with the 
processor in the isolated execution mode in a remote attestation". 

Applicant's argument presented in the Brief disagrees with the Examiner's 
position, based on broadest reasonable interpretation of the claimed language, that the 
following disclosure taught by Davis met the above mentioned elements: 
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A chipset in connection (interface) with a host processor, a manipulation 
processing element and a main memory and a bus (Fig. 2, col. 3, line 55-col. 4, line 2). 
The manipulation processing element may be implemented within the host processor 
(normal execution mode) comprising a processing unit (isolated execution mode or 
lEM), a random number generator, a memory unit and an internal bus (Fig. 3A, col. 4, 
lines 29-58, col. 5, lines 10-12). The processing unit operated within a secure 
environment (lEM) (i.e. an environment with minimal vulnerability to physical or 
algorithm attack) and supports cryptographic operations (security information and 
communication storage ) such as encryption/decryption, creation of a digital signature, 
performance of hash function and generation of keys (col. 4, lines 29-41). 

In the Brief, Applicant argues that "[f]irst, Davis-004 discloses two separate 
processors: a host processor and a manipulation processing element, not a processor 
having two modes of operations . The memory unit accessible to the manipulation 
processing element is not accessible to the host processor (Davis-004, col. 4, lines 59- 
67)" (Brief, page 12, 4*^ paragraph). 

Applicant further argues that the Examiner fails to interpret the claimed limitation 
in light of the Specification. Applicant stated: "[s]econd, the manipulation processing 
element may perform post processing and cryptographic operations, but not operations 
in an isolated execution mode. As supported in the Specification, the isolated execution 
mode includes configuration for isolated execution, definition of an isolated area, 
definition of isolated instructions, generation of isolated access bus cycles, and 
generation of isolated mode interrupts (See Specification, page 8, lines 22-25, page 9, 



Application/Control Number: 09/541 ,667 Page 4 

Art Unit: 2134 

lines 1-2)... Here, the meaning of the isolated execution mode must be interpreted 
consistently with the Specification" (Brief, page 12, last paragraph - page 13, 1®* 
paragraph); " Claims should be interpreted consistently with the Specification, which 
provides content for proper construction of the claims because it explains the nature of 
the patentee's inyention . Renishaw, 158 F.3d. 1243. 48 USPQ2d 1117 (Fed. Cir. 
1 998). The Renishaw court explicitly states that when ' a patent applicant has elected to 
be a lexicographer by providing an explicit definition in the specification for a claim 
term. ..the definition selected by the applicant controls ." (Brief, page 13, 1^* paragraph 
and page 14, 1®* paragraph); "Third, Davis-004 does not discloses communication 
storage to allow a device to exchange security information with the processor in the 
isolated execution mode in a remote attestation. Davis-004 merely discloses that for 
authentication, digital signature may be accompanied by a digital certificate chain 
(Davis-004, col. 3, lines 14-16). There is no communication storage. The manipulation 
processing element merely performs post-processing operations on information after 
the information has been digitally signed (Davis-004, col. 3, lines 38-40. There is no 
remote attestation" (Brief, page 13, 2""* paragraph). 

Therefore, in light of Applicant remark in the Brief as underlined above. The 
rejection has been withdrawn. 

Conclusion 

3. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
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accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Iran whose telephone number is (571 ) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571) 272-3838, The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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